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The Electronic Venue 


Today, electronic money and electronic payments systems 
for retail transactions are on the top-ten list of issues for those 
with significant interests in financial services. Technological 
breakthroughs promise consumers and retail businesses a wide 
range of financial services and products in an electronic or dig- 
ital format. 

The decline in cost and increases in capacity of computers, 
as well as advances in communications technology, have altered 
not only the way information is communicated, but also the 
cost of processing and storing information. These changes, in 
turn, have led to the emergence of two new forms of retail pay- 
ment systems: electronic cash and banking from home by per- 
sonal computer (PC). Among the many challenges these 
emerging developments create is that of determining the 
appropriate role for government in the new digital world of 
financial services. 
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Many argue that the private sector should resolve most pol- 
icy issues and that government should act only when there is 
clear evidence of market failure. There are others who want the 
government to play an active role, going so far as being the 
exclusive issuer of electronic cash. Still others recommend 
_ some intermediate approach. 

A review of the role of government in the traditional world 
of money and finance could be helpful in understanding the 
competing interests in this debate. In the traditional world of 
finance, industry has been the.source of product innovation and 
has solved many problems on its own. The public has looked to 
government to set and enforce basic rules that provide a foun- 
dation for, among other things, consumer rights and responsi- 
bilities (in such areas as protection against loss and invasion of 
privacy), law enforcement tools and techniques to combat 
financial crimes, the issuance of legal tender, and the manage- 
ment of the money supply and the payments system. 

With respect to electronic cash and banking, the need for 
and application of many of those laws is less clear, and the result- 
ing ambiguity creates issues for the private and public sectors. 
Determining where to begin and what clarifications to make is 
a complex undertaking. Understanding the pace of change may 
help put this issue into perspective. If it takes time before con- 
sumers make widespread use of these products, there will be a 
lot of room for markets to engage in experimentation and for 
providers to solve consumer and governmental concerns. 

Although relatively common in several European countries, 
electronic cash in the United States is still in an early stage of 
development. Relatively few people use electronic cash or do 
business on the Internet. Estimates of future growth are cloud- 
ed by competing forces. 

The potential benefits of electronic cash will likely stimulate 
its wider use. These benefits include lower costs, reductions in 
check and credit card fraud, reduced risk of theft and vandalism 
in retail outlets, and increased convenience for consumers. As 
old forms of money crimes decline, however, new ones are 
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almost certain to arise. Electronic payments systems offer new 
opportunities for various violations of the law and new chal- 
lenges to government agencies that combat financial crimes. 

There are also obstacles to the widespread use of electron- 
ic money. Industry experts will have to develop standards for 
interoperability among the hardware and software systems that 
merchants must use when accepting various forms of electron- 
ic cash. Experience will have to support widespread trust in the 
safety of electronic cash and a mutual trust between Internet 
consumers and merchants. Consumers will seek assurance that 
electronic-based purchases are free from unauthorized prying 
eyes, financial crimes, and many of the legal ambiguities sur- 
rounding electronic cash. 

Moreover, the onset of change raises questions for policy- 
makers in such key areas as consumer protection, law enforce- 
ment tools and techniques, government payments, and inter- 
national cooperation. It seems clear that such questions as 
financial stability, monetary policy, and seigniorage will not be 
ripe for government action until products are much more 
robust. Even then, it might be that only limited new measures 
are warranted. 

Further, in many of the arenas where government may play 
a role, it will take time to address questions because solutions 
are both complex and unclear. Efforts to combat financial 
crimes can force trade-offs between law enforcement needs for 
information and the privacy interests of consumers and mer- 
chants. Plans for increasing the efficiency of government pay- 
ments could have an impact on private-sector plans for achiev- 
ing interoperability. 

In sum, there will be many areas in which markets will 
develop well on their own, but in some areas government par- 
ticipation and involvement may be helpful. Clearly, there is 
much to learn, and government must combine aggressive fact- 
finding with patience. Premature and uncoordinated action 
among government agencies or decisions based upon incom- 
plete analysis could thwart innovation and its ensuing benefits, 


E-MONEY: Financial Management in the Electronic Age 


including, perhaps, the ability of U.S. firms to compete effec- 
tively in global markets. 

Electronic money and electronic payments systems for 
retail transactions are commanding widespread attention. These 
systems, wherein neither legal tender, paper checks, nor credit- 
card numbers change hands at the time of purchase, have 
already started to spread across the globe. They offer significant 
and profitable opportunities for changing the way consumers 
pay for the widest possible range of goods and services. Hardly 
a month seems to pass withoiit some announcement of anoth- 
er alliance of computer and financial services firms. Organizers’ 
plans invariably envision a broad array of retail financial services 
and products available in an electronic or digital format. 
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Vv 
The Dimensions of Change 


The electronic transfer of funds is not a new phenomenon 
in the United States or, indeed, most of the developed world. 
Large-scale and wholesale payments transactions in the United 
States and other nations have been conducted electronically for 
some time. What is new today is the expansion of electronic 
money technology in financial transactions conducted by con- 
sumers and smaller, nonfinancial organizations. 

Electronic wholesale payments in the United States 
account for a much larger dollar volume of transactions than all 
retail transactions, but they take place among relatively few 
parties that have worked long, hard, and successfully at making 
these transactions secure. Retail transactions, the vast bulk of 
the number of transactions in the United States, take place 
among parties who are concerned about both the security and 
the privacy of those transactions. Developing systems that meet 
the variety of consumer and merchant needs during a period of 
evolving technology will be a challenge. 
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Electronic money and the technology that makes it possible 
raise important questions about the continuing effectiveness of 
existing government tools and methods used to carry out tradi- 
tional responsibilities in such areas as consumer protection and 
law enforcement. Further, in the United States, the operability 
of much electronic money technology and many electronic 
money systems for retail payments is largely untested, except in 
pilot projects and limited experiments. 

At the same time, electronic money raises the possibility of 
actually reducing crime and increasing access for low- and mod- 
erate-income households. It is also quite possible that, for com- 
petitive reasons, private-sector purveyors of this new technolo- 
gy will effectively address consumer, criminal, and other issues 
raised by the development and use of electronic money. 

The basis of retail payments evolved gradually from coins to 
paper currency and checks and, more recently and rapidly, from 
there to debit and credit cards. In large-scale wholesale transac- 
tions, money has for decades been transactional information 
transmitted electronically over closed wire transfer systems. 
Now, money in retail transactions is becoming electronic, trans- 
formed into information stored on a computer chip in a plastic 
card or on a PC so that it can be transmitted over open infor- 
mation systems, such as the Internet. 

Two forces in particular are responsible for pushing advanced 
economies around the globe into this next phase in the evolution 
of money. The first is the steep drop in the cost of computing 
power. The second is the continuing advance in the application 
of computer technologies to communications systems. Together, 
these forces are fundamentally changing the character of tradi- 
tional money and related financial activities and are setting the 
stage for even greater changes in the years ahead. 

The declining price of PCs over the past decade has been 
dramatic. Despite reportedly thinning profit margins, that trend 
continues. Falling prices and enhanced performance also 
increasingly characterize computer peripherals such as hard dri- 
ves, modems, and CD-ROM drives. 


The Dimensions of Change 


The trend lines for consumer usage of electronic communi- 
cation innovations are heading strongly upward. At the end of 
last year, 8.8 million Americans were connected to their offices 
by computer, an increase of almost 16 percent over 1994. In the 
last six years, host computers on the Internet increased by a 
staggering 4,700 percent. Some analysts have predicted that in 
1997 about six million Americans will be using some form of 
wireless communication—triple the number for 1995.' At the 
same time, the capacity of communication channels is growing 
sharply, reducing the time needed to transmit text and graphics. 

Those improvements in communication technologies are 
changing fundamentally the economics of conducting informa- 
tion-related business.” As traditional barriers and costs to infor- 
mation-sharing fall, banks and others in the financial informa- 
tion business are better able to achieve economies of scale in 
storing and moving data. They can more comprehensively assim- 
ilate large quantities of financial data on their operations at a 
lower cost and in less time. They and their customers can have 
more direct and immediate access to each other, at lower cost. 

What is most striking, perhaps, is that changes in commu- 
nication and computer technologies also mean that banks and 
their customers no longer have to conduct their business face- 
to-face and, consequently, no longer have to reside in the same 
country, state, county, or town. As the need for geographic 
proximity between financial institution and customer fades, so 
generally does the importance of geography-based procedures, 
practices, and rules that govern much of the financial services 
industry today. 

Advances in computers and communications technology 
have led to a change of some significance to policy-makers: the 
development and growth of new retail payments systems. The 
most noteworthy developments are electronic cash and finan- 
cial transactions from home or elsewhere by PCs. 

Electronic cash is a claim on a party, most commonly, the 
issuer, stored in the form of computer code on a card about the 
size of a credit card or on the hard drive of a computer. 


E-MONEY: Financial Management in the Electronic Age 


Consumers purchase the claim with traditional money. 
Consumers exchange the claims for goods and services with 
merchants who are willing to accept the claim as payment. 

Cards representing such claims often are referred to as 
stored value cards (SVCs). The technology for storing claims 
with which to make payments and other information on cards 
ranges from the magnetic strip common to all credit cards to 
computer chips that store and process information. Cards con- 
taining computer chips are called smart cards. 

One convenient way to understand SVCs is to classify them 
as representing either “closed” or “open” systems.’ SVCs that are 
limited to just a few merchants regardless of location or to 
many merchants in a relatively small geographic area would 
represent a closed system. SVCs that consumers could use at 
many different businesses over a large geographic area would 
represent an open system. The distinction between closed and 
open, however, is largely one of degree. 

An example of a closed-system SVC is one in which the 
card issuer and the seller of the goods and services are one and 
the same (the “merchant-issuer” model). Examples of such 
cards include the farecard used by riders of the subway system 
in Washington, D.C.; cards issued by a number of colleges and 
universities in the United States to students and perhaps 
employees that holders may use to purchase a variety of goods 
and services supplied by the college or university; cards issued 
by public bodies;* and cards issued by certain telephone com- 
panies to pay for telephone calls. 

In these systems, the user buys a claim on the merchant- 
issuer with traditional money and receives electronic cash in 
return. When the user buys goods or services from the mer- 
chant-issuer, special point-of-sale (POS) devices record the 
transactions with the merchant, reducing the value of the elec- 
tronic cash recorded on the card by the amount of the pur- 
chase. Although consumers make purchases in this system with 
electronic cash, the system is linked to the current payments 
system by the merchant-issuer’s relationship with its bank. 
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Campus cards, and other such limited distribution cards, are 
examples of closed-system cards where the issuer and merchant 
are different parties. One such example is the 1995 Jacksonville 
Jaguar stadium card. In this case, one bank issued cards that fans 
could use at the stadium to buy food, drink, and souvenirs at 
football games. The transactions with these SVCs work much 
the same as with the merchant-issuer. The special POS devices 
record the transaction for the merchant, altering the purchas- 
er’s SVC to reflect the decreased value. The merchant later pre- 
sents the electronic cash to the bank-issuer by downloading the 
payment information from the POS, receiving traditional funds 
in exchange, typically in the form of a deposit balance at the 
bank. The merchant’s bank then sends the electronic cash 
through the traditional payments system in much the same 
manner as presenting a check. As with the merchant-issuer sys- 
tems described above, bank-issued electronic cash in this some- 
what more complex “closed” system would commonly be close- 
ly linked to the traditional payments system. 

Examples of open-system SVCs exist today in several coun- 
tries in Europe and the Far East and to a more limited extent in 
the United States. They work essentially in the same manner as 
bank-issued SVCs in closed systems, with the important excep- 
tion that a greater variety of businesses over a relatively larger 
geographic area accept them. 

Technology, however, can support electronic cash regimes 
that could operate independently of banks and thus outside tra- 
ditional payments systems. In these systems, users would buy 
electronic cash from issuers using traditional money. Users 
would “spend” the electronic cash at a merchant, just as in the 
case of bank-issued electronic cash. Merchants would then send 
the electronic cash to the issuer, who would redeem it with 
some form of traditional money, such as a check on a bank bal- 
ance. In this system, the electronic cash would not “clear” 
through the traditional payments system but could circulate 


outside it. 
In expansive versions of either bank-issued or nonbank- 
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issued electronic cash, such cash could circulate among users 
before presentment to merchants, in much the same manner as 
traditional cash. Users would have their own special computer 
equipment enabling them to transfer electronic cash from one 
user’s card to another. Such a transfer often goes by the name 
peer-to-peer and can be accomplished with some electronic cash 
systems today. Peer-to-peer transfers of electronic cash would 
not clear through the traditional payments system, in contrast 
to peer-to-peer transfers involving paper checks. With such 
regimes, the only point of contact between the traditional pay- 
ments system and electronic cash would be the initial purchase 
of electronic cash from the issuer with the use of traditional 
money and redemption of electronic cash by merchants. 

The continued development of the PC has given many 
households the opportunity to conduct financial transactions 
from their homes, or indeed from any location where they can 
connect their portable computers to telephone networks. 
Through the use of special software and a modem, they can 
connect to the system used by their financial institution to 
examine accounts, issue orders to transfer funds among their 
own accounts or to the accounts of other parties (e.g., to pay 
bills or send funds to others), and apply for loans. 

In some cases, members of a household can dial a number 
that connects them directly with their financial institution. In 
other cases, they connect to their banks by using the Internet.5 
After gaining access to the World Wide Web portion of the 
Internet through their Internet service provider, these individu- 
als go to the Web page sponsored by their bank and conduct 
their business.® 

Currently, most retail electronic banking involves transmis- 
sion of information over relatively protected telephone net- 
works or limited access networks of computers called intranets. 
To date, such systems have not given rise to significant security 
breaches. Even so, the widespread availability of powerful home 
computers poses the risk of financial crime, creating incentives 
for maintaining tight controls and security systems. Strong secu- 
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rity systems will be especially important for successful banking 
and commerce over the more open Internet, where packets of 
information can pass through a number of computers, each one 
accessible to a large number of people, before reaching their 
final destination. 

Technology permits the transmission of electronic cash over 
networks that link PCs and the storage of electronic cash on the 
hard drives of PCs.’ PC-based electronic cash is thus one means 
of paying for goods purchased over the Internet.* 

The possible points of contact between PC-based electron- 
ic cash and the traditional payments system are functionally 
identical to those between SVCs and the payments system. So 
long as merchants regularly redeem such cash for traditional 
forms of money and there are few, if any, peer-to-peer transfers, 
PC-based electronic cash will be a simple adjunct to (not a sep- 
arate entity from) the existing payments system. 

Regimes with peer-to-peer transfers and little, if any, 
redemption of electronic cash for traditional money would 
offer the possibility of separate payments systems. As in the 
case of SVCs, the popularity of such systems remains somewhat 
unclear for the immediate future. 

Understanding the speed with which electronic money 
develops, and the actual systems that will be marketed and by 
whom, is key to the formulation of government policy. 
Notwithstanding a considerable amount of excitement over the 
development of electronic money in the press, the pace of mov- 
ing from the analog world of retail payments to the digital 
world of electronic money is likely to be slower than many may 
think. Today, electronic banking is just beginning to become 
popular, electronic commerce and payments over the Internet 
are in their infancy, and principal use of SVCs in this country is 
in relatively few closed systems. Nevertheless, financial and 
nonfinancial firms are spending billions of dollars to ensure the 
success of this market, and there is a clear public interest in 
these new products. 

As electronic money and banking products mature, it may 


E-MONEY: Financial Management in the Electronic Age 


well turn out that many of the policy issues raised by these new 
technologies—money laundering, counterfeiting, fraud, con- 
sumer disclosure, access for low- and moderate-income house- 
holds—will be resolved by the private sector. Beyond this, some 
policy issues—the loss of seigniorage and the impact on mone- 
tary policy—only become important when there is widespread 
use of electronic cash. Innovators will have ample incentive to 
introduce new products that will help solve many of the poten- 
tial problems associated with electronic money.’ Inappropriate 
government intervention could delay, deny, or limit the quality 
of such improvements. Government will have to take care not 
to act in a manner that stifles innovation. 

At the same time, it is incumbent upon government to fol- 
low these developments carefully, in particular monitoring the 
pace of change, so that where there are emerging issues that can 
only be dealt with by government, they are in fact addressed. E- 
money participants may find that some regulation is necessary 
to ensure consumer confidence and an acceptable environment 
for commerce development. 

Compared with several other countries, the United States 
has been slower to take up multiuser smart-card activity, 
although some use has developed. The stadium card noted ear- 
lier is one example, and the experiment conducted by VISA 
International during the 1996 Olympic Games in Atlanta, 
Georgia, is another. 

The slow adoption of these systems in the United States 
may be explained by the abundance and convenience of other 
payment options. Many U.S. consumers have access to cash, 
credit cards, checks, and debit cards and can select the payment 
option that best meets their needs for any purchase. Another 
contributing factor may be the sheer size of the United States 
as compared with such countries as Belgium, Denmark, 
Finland, and Portugal, where smart-card use is more advanced. 

How long, then, will it take for U.S. consumers to ultimate- 
ly decide to embrace electronic money to any significant 
degree? Widespread electronic money use in the United States, 
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particularly over open systems such as the Internet, seems to be 
at least two years away. The forces for change, however, are 
strong. There is considerable commercial interest in developing 
these new means of payment in the United States for both 
closed and open systems. As noted earlier, there are growing 
applications of electronic cash technology to such arenas as 
transportation systems, college and university campuses, and 
even sports complexes. Such firms as VISA International, 
MasterCard, Mondex, and Proton, in various alliances with 
banks are investing large sums of money into projects that will 
develop into open systems. 

Such ventures may need more than a few years to prove 
their merit. If consumer acceptance of E-money parallels the 
history of automated teller machines (ATMs), direct deposit, 
the credit card, and banking by PC, growth in E-money usage 
will be slow and limited for the first five years but increase dra- 
matically thereafter. 

Although it is the subject of much discussion, the actual level 
of Internet commerce remains modest by any standards. 
Scattered, unofficial estimates (the only ones available) suggest a 
level in the range of $100 to $200 million in annual transactions. 

The growth of Internet commerce may increase the volume 
of Internet financial transactions but will not necessarily guar- 
antee the growth of E-money. Some observers believe that 
efforts to reduce the cost of credit card transactions will be suc- 
cessful and that credit cards, one of the most ubiquitous substi- 
tutes for money payments in the United States, will become the 
dominant Internet payment vehicle. They cite the existence of 
a huge, familiar, and successful infrastructure currently sup- 
porting credit card purchases and clearings." 

Despite the current level of E-money activity in the United 
States, the forces stimulating faster growth in E-money and com- 
merce here are strong, and the pace of change could quicken. 

The need for greater efficiency in government operations is 
perhaps stronger today than ever before. The question here is, 
how should the government use E-money in its drive for 
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greater efficiency? The government has already begun to for- 
mulate its answer. The Debt Collection Act of 1996 and the 
electronic benefit transfer (EBT) initiative are but two exam- 
ples of recent efforts to achieve greater efficiency. The impli- 
cations of these and related measures on Treasury operations 
are substantial. : 

~The Debt Collection Act of 1996 mandates government 
use of electronic funds transfers (EFTs) for all government pay- 
ments, except tax refunds, by 1999. This includes the payment 
of government benefits. The act has two effective dates. After 
July 26, 1996, every new recipient of government payments 
must accept them electronically, unless the recipient certifies 
that he or she does not have an account at a financial institu- 
tion. After January 1, 1999, all payments made to individuals 
and businesses—including those to persons without accounts at a 
financial institution—must be made electronically. 

The Financial Management Service (FMS), a US. 
Department of the Treasury bureau, has adopted an interim 
rule as part of its plan for implementing the new law." The 
interim rule implements the requirements of the new law that 
became effective July 26, 1996, and establishes the responsibil- 
ities of federal agencies and federal payment recipients. 

Agency responsibilities. The interim rule requires all federal 
agencies to make payments electronically to individuals who, 


on or after July 26, 1996, do one of the following: 


(1) apply for federal benefit payments 

(2) begin employment with a federal agency 

(3) apply for retirement benefits 

(4) — enter into a contract or purchase order with the federal 
government 

(5) ~- file or renew a grant application 


Recipient responsibilities. The interim rule requires each 


recipient of a federal payment to designate a financial institu- 
tion or authorized payment agent through which a federal pay- 
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ment may be made. If the individual does not have an account 
with a financial institution or an authorized payment agent, the 
individual must certify that in writing to the agency. 


Implementation of the new requirements by individuals 
paying and receiving benefits could help provide those without 
bank accounts better access to mainstream financial services. 

But even before the passage of the Debt Collection 
Improvement Act, the federal government had taken some ini- 
tial steps toward realizing the efficiencies promised by E- 
money. One such step was the formation of a federal task force 
that would coordinate the development of EBT programs.” 
Such programs substitute for benefit delivery systems (checks, 
food stamp coupons, and payment vouchers) used by both fed- 
eral and state agencies.'’ In one type of EBT program, the value 
of food stamps to an individual and codes indicating the accept- 
able purchases that the individual could make with the elec- 
tronic funds would be encoded into the computer chip embed- 
ded in an SVC. Benefit recipients use these cards in lieu of 
coupons or vouchers to pay for goods and services at merchants 
and others equipped to receive this form of electronic payment. 

Conversion of Treasury payments, now running at about 
800 million a year, to an all-electronic format will bring changes 
permitting, for example, a consolidation of disbursing opera- 
tions that currently produce checks. With regard to retail pay- 
ments, the complete displacement of traditional cash is unlike- 
ly. About 18 billion currency notes valued at approximately 
$400 billion circulate worldwide, despite the growth in the use 
of checks and wire transfers. Demand is especially strong out- 
side the United States where about $270 billion circulates. 
There, among the less technologically advanced countries, cash 
is the principal means of payment, the dollar seems to be one 
of the currencies of choice, and the infrastructure that will sup- 
port widespread use of E-money seems many years away. 

The U.S. government is the largest receiver and disburser of 
payments in the world, and as it makes ever-increasing use of 
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electronic payments it is likely to have an influence on operat- 
ing standards for electronic payments systems. That is because it 
must ensure that any system it uses meets its requirements for 
security, reliability, and accuracy. To the extent that the govern- 
ment adopts stored value technology, it will greatly affect inter- 
operability standards. Thus, the pace at which the public sector 
seeks to implement electronic payments could have a significant 
effect on private-sector planning and related activity. 

E-money eliminates the costs of handling coins and curren- 
cy. The estimated cash- handling cost for U.S. retailers and banks 
is more than $60 billion annually, which includes costs associ- 
ated with the processing and accounting of money, as well as 
storage, transportation, and security. E-money brings greater 
efficiency to those tasks, offering substantial cost savings. 

According to the National Automated Clearing House 
Association (NACHA), the savings to the banking industry alone 
flowing from the new requirement for federal EFT payments 
could be sizable. For example, NACHA reports: “Studies have 
shown that a financial institution saves between $.75 and $1.25 
for each payment converted from a deposit made with a teller to 
Direct Deposit,” and consequently, “annual costs savings to the 
banking industry as a result of these new electronic payments 
should run between $350 million and $500 million.”" 

E-money potentially provides merchants with savings 
resulting from reduced collection and deposit float associated 
with coin, currency, and checks, and faster funds availability; 
increased sales as a result of faster throughput at checkout 
counters and consumer tendencies to spend more with SVCs; 
and increased self-serve transactions. Acceptance of E-money 
would allow merchants to move more commerce from the 
physical world to the Internet, which offers access to global 
markets at low cost. The continuing rapid decline in the cost of 
technology will increase the extent of these savings, encourage 
innovation, and enhance the attraction of E-money and finance. 

Whereas magnetic-strip debit and credit cards can be over- 
written or copied, smart cards are fitted with tamper-resistant 
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chips and strong cryptographic protocols. Additionally, smart 
cards could be tied to biometric identification mechanisms, 
such as voice, hand, or retinal prints, to verify the identity of the 
user. To the extent E-money displaces checks, moreover, check 
fraud may be reduced. However, the new systems will be tar- 
gets of criminal activity. 

Another benefit E-money offers merchants is increased safe- 
ty and security by eliminating some opportunities for theft. E- 
money could help curtail vandalism of vending machines, pub- 
lic phones, and the like, because there would be no coin or cur- 
rency to steal. Similarly, owners and employees of retail estab- 
lishments and other service providers who handle cash, such as 
taxicab drivers, could be much less vulnerable to robbery. 

E-money technology—particularly smart card applica- 
tions—could help sharpen merchants’ offers of value-added 
services, thus strengthening customer relationships. For exam- 
ple, retailers could track customer activities (to an even greater 
extent than they currently do with credit cards) to discern buy- 
ing patterns and offer buyer-specific discounts and loyalty pro- 
grams. These targeted promotions, also known as micromarket- 
ing, are generally viewed as more efficient than the mass-mar- 
keting techniques currently used. 

Some hard-pressed communities may benefit. If merchants 
did not need to collect and store cash, they might be willing to 
locate in areas that they now see as unacceptably risky. 

One of the biggest advantages of E-money is that it is more 
convenient than other payment mechanisms for small-value 
purchases. It is faster and easier than exchanging cash and mak- 
ing change, writing a check, or getting a credit card authoriza- 
tion. For all micropayments, including those on the Internet, 
sending a 10-cent digital coin for a small purchase of informa- 
tion could prove to be more convenient and less costly than 
using a credit card. 

Despite those benefits, uncertainties on the part of con- 
sumers and merchants about the underlying technology could 
slow widespread use and acceptance of E-money systems. Some 
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of these uncertainties focus on how well the technology secures 
personal transaction information over the Internet from theft 
and related forms of abuse such as false or nonauthentic com- 
mitments. Other uncertainties arise from. concerns about 
whether competing forms of E-money for use outside the 
Internet will require idiosyncratic computer hardware and soft- 
ware. Still others arise from the fact that innovation is often 
fast-paced, creating doubts about how long any particular tech- 
nology will be at hand. 

Many analysts believe that the use of electronic payments 
on the Internet will depend on the development of widely 
available systems that guarantee the security of credit card 
numbers and the various forms of E-money. There are numer- 
ous mathematical formulas to code or encrypt such numbers, as 
well as electronic cash, in a way that seriously complicates the 
task of stealing them or interfering with the intended use. 
Experts tend to evaluate methods of encryption in terms of the 
difficulty knowledgeable parties would face in decoding or 
decrypting the information. There can be differences of opinion 
among experts on the strength of any particular form of 
encryption, and such differences could contribute to consumer, 
and merchant, unease. 

The availability and strength of encryption seems to be on 
the minds of some consumers. In informal surveys, consumers 
cite lack of security as the primary reason they are reluctant to 
purchase goods and services on-line. At the same time, con- 
sumers routinely send credit cards and credit card numbers 
through the postal system and over the phone to catalog mer- 
chants and offer them to anonymous clerks at retail counters. 
Such different results suggest that security per se may not be 
crucial to the success of E-money on the Internet. 

Encryption is not the only form of security that is of concern 
to consumers. Traditional cash and credit card transactions sug- 
gest that some consumers seem to value written verification of 
the basic facts of a retail transaction—the name of the seller, a 
description of the goods or services purchased, and the cost. The 
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seller ordinarily offers the buyer a piece of paper containing 
those details. Consumers may want their use of E-money, espe- 
cially electronic cash, to create similar information. How issuers 
meet that need may determine the pace of E-money growth. 

If consumers are to use E-money over the Internet, they 
must have confidence in the issuers of the E-money and the 
merchants who accept it. Consumers may demand that a trust- 
ed third party certify or authenticate the legitimacy of both 
parties. Confidence is particularly important for the develop- 
ment of Internet commerce with its virtual shopkeepers that 
consumers cannot see and evaluate in the traditional way. 

Confidence is a two-way street. Merchants will want assur- 
ances that the consumers from whom they receive orders for 
goods and services are who they claim to be and that verified 
consumers will not refuse to meet their responsibilities as 
defined by law. 

A trustworthy and reliable system of authentication can 
provide comfort to merchants on both fronts. Merchants could 
require customers to sign orders with encrypted digital signa- 
tures that can be authenticated by trusted and reliable third 
parties. Such authentication would unambiguously identify the 
consumer and provide proof that the consumer requested the 
goods or service. 

Trustworthy authentication can also boost electronic com- 
munication among businesses, ranging from merchandise orders 
to contracts that bind all manner of business transactions. 
Authenticated digital signatures could, for example, substitute 
for the notary public of the analog world. 

There is a growing concern among policy-makers and con- 
sumer groups in Europe and the United States that individual 
privacy is greatly compromised by electronic commerce and 
electronic payments. Such concerns are, of course, not limited 
to recent developments regarding E-money or payments, inas- 
much as they apply to current use of credit cards. However, E- 
money and payments are likely to materially increase the inten- 
sity of debate over these issues for several reasons. SVCs raise 
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the possibility of tracking and recording virtually every pay- 
ment an individual makes. Such extensive tracking and record- 
ing raises issues of widespread target marketing, government 
surveillance, and even personal safety as patterns of behavior 
are mined from this potentially rich data. In addition, the 
Internet raises serious concerns about the data being examined 
‘by unauthorized persons. 

Balanced against this is the potential for data created and 
stored in an E-money environment to aid law enforcement 
authorities in preventing crimes and tracking criminals (and, 
indeed, some of the data may be essential for effective law 
enforcement efforts). As well, legitimate use of such data could 
help firms to be more efficient in their marketing efforts. 

Most observers agree that E-money will not find wide- 
spread use until technical experts solve the problem of inter- 
operability. In the context of E-money, the term interoperability 
captures the extent to which debit cards and SVCs from dif- 
ferent issuers use a common set of standards. These standards 
govern such issues as the size of the cards (length, thickness, 
and width), the location and size of the magnetic strip or com- 
puter chip, and the coding technology that manufacturers use 
to store information on the magnetic strip or computer chip. 
They also cover other matters such as the design and workings 
of devices that “read” the cards. The greater the acceptance of 
common standards, the greater the degree of interoperability. 

Large-scale interoperability would help promote accep- 
tance of E-money. Merchants generally would be more inclined 
to invest in card readers if one reader could service a variety of 
debit cards and SVCs. Similarly, with large-scale interoperabili- 
ty consumers could be reasonably confident that many mer- 
chants would accept many forms of E-money. In sum, the 
greater the number of merchants accepting E-money, the 
greater the inclination among consumers to use it; the greater 
the number of consumers using E-money, the greater the num- 
ber of merchants willing to accept it. Interoperability made pos- 
sible the success of credit cards and ATMs. 
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Another potential problem is technological change itself 
The march of technological innovation seems unending, offering 
opportunities for improving communications and computer 
capabilities. Such “progress” can be disconcerting for consumers 
and merchants. It clouds, rather than clarifies, the future, creat- 
ing incentives to wait for the next round of improvements, if not 
for the emergence of a technology that seems to be on its way 
toward winning widespread acceptance.'® 


NOTES 


1. Shaffer, Richard. “High-level Computing,” Forbes magazine, October 9, 
1995, p. 116. 

2. It is worth noting that, while these phenomena are largely attributable to 
the dynamism of the free market, government actions laid the ground- 
work for some of the technological infrastructure necessary to develop E- 
money and commerce. For example, as of December 1995, 28 federal 
programs provided development funding for rural telecommunications 
projects, thereby ensuring rural access to worldwide telecommunications 
networks and the Internet. The Internet itself grew out of two govern- 
ment computer networks: ARPANET (created by the Advanced 
Research Projects Agency in the Department of Defense) and NSFNET 
(created by the National Science Foundation). Although both were 
designed originally for communication, research, and development pur- 
poses, they became important building blocks in the creation of the 
Internet system. 

3. The ensuing descriptions and accompanying diagrams are only illustra- 
tive; there may be many other ways to establish and operate closed and 
open systems. 

4. For an extensive discussion of SVCs used in the public sector, see 
Financial Management Services, Government Application of Computer 
Card Technology, U.S. Department of the Treasury, May 1996. 

5. Consumers are also using PC-based systems to make purchases over the 
Internet. As discussed later in this book, many observers have raised ques- 
tions about the security of Internet transactions and have cited security-relat- 
ed issues as one of the reasons for the smallamount of Internet commerce. 

6. Other forms of remote access to banking services include telephone 
banking and automated teller machines (ATMs). 

7. Inthe United States, Mark Twain Bank offers its customers an electronic 
cash program developed by DigiCash, a Netherlands-based corporation. 
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Other means of paying for Internet purchases include credit cards. 
When left to its own devices, the private sector has provided, without 
government help, new financial products that responded effectively and 
efficiently to consumer needs. These include traveler’s checks, NOW 
accounts, telephone banking, and wholesale electronic banking. 


. Cybercash and First Virtual Holdings are two firms that offer security in 


the use of credit cards for Internet purchases. 


. See 61 Federal Register, 39254, (July 26, 1996). 
. See Creating a Benefit Delivery System That Works Better & Costs Less: An 


Implementation Plan for Nationwide EBT, Federal Electronics Benefits 
Transfer Task Force, Washington, D.C., 1994. 


. At last count, 42 states had formed six alliances for purposes of develop- 


ing and implementing their own EBT programs. 
Http://www.nacha.org/newlaw. htm. 

This is by no means a complete list of consumer, or merchant, concerns. 
Chapter 5 contains a discussion of selected consumer concerns that raise 
issues about a government role. 
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Chapter 2 
Government 
Regulatory Issues 


There is considerable debate about what role government 
should play in the transition to a digital world. Some argue that. 
the government should play little, if any, role and allow the pri- 
vate sector to resolve most of the issues. Others advise the gov- 
ernment to go so far as to set all the standards for issuing and 
using electronic cash, if not be the exclusive issuer of electron- 
ic cash. Still others recommend approaches that fall between 
those two extremes. 

A look at the role of government should be in the analog 
world is helpful in considering what the role of government in 
the digital world. In the analog world of finance, the private sec- 
tor, through innovation and adjustments in practices, has solved 
many concerns that government might have raised. At the same 
time, both industry and the public have looked to government 
to set and enforce rules that provide a foundation for, among 
other things, consumer rights and responsibilities, law enforce- 
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ment protections against financial crimes, and the conduct of 
money issuers. Given the increasing globalization of finance, 
international agreements also come into play. 

At the same time, there are important differences between 
the development of E-money, banking, and commerce today 
and the development of other financial services and products in 
the past that make it a bit less clear what the appropriate 
response of government should be. As noted earlier, there is rea- 
son to believe that the private sector will work hard to resolve 
a number of potential policy issues that may emerge as the 
development of E-money proceeds and use of E-money 
becomes more widespread. Moreover, developments are likely 
to unfold at a pace that allows careful study of potential issues. 

Accordingly, government must be careful not to overreact 
to or stifle new innovations that can greatly benefit the con- 
sumer and the U.S. economy. The government should take 
advantage of marketplace solutions to issues where appropriate. 
To do this, and at the same time to be in a position to act appro- 
priately, it is important for government to maintain expertise in 
E-money and payments developments and to carefully consid- 
er major questions presented by these developments. Those 
questions include the following: Will consumers enjoy adequate 
protections? Will laws and regulations be sufficient to combat 
electronic-money crimes effectively? What questions about E- 
money should the United States raise in international forums? 

Finding the best answers to those questions will be chal- 
lenging. Underlying questions about the applicability of the 
existing legal and regulatory framework will need answers. As 
discussed in this overview, many federal laws have not antici- 
pated the emergence of E-money, particularly electronic cash, 
and the application of some laws to E-money systems is uncer- 
tain and unclear. In some areas, such as the issuance of E- 
money, additional federal interpretations, rules, or, perhaps, laws 
may be needed to provide an appropriate legal foundation for 
E-money systems. In others, we may find existing requirements 
are no longer relevant and need to be eliminated. 
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Another important area of ambiguity in the law involves 
the rules (including mandatory disclosures) governing many of 
the financial transactions that are commonplace between con- 
sumers and financial firms. Transactional rules for electronic 
debit systems are relatively well-established, but those for elec- 
tronic cash are not.’ The government must decide whether it is 
best that electronic cash transactional rules evolve by contract, 
whether it should apply rules and precedents developed for 
related areas to electronic cash (e.g., those applicable to travel- 
er’s checks and money orders), or if that is not appropriate, 
whether to develop new rules.’ A key consideration should be 
the ability of consumers and merchants to adequately protect 
their interests by negotiation. 

The issue of protecting consumer interests has four parts: 
To what extent should consumers be liable for electronic cash 
that is lost, stolen, or compromised by the insolvency of the 
issuer? How much information should an issuer of E-money 
disclose to consumers? Will the privacy of electronic-money 
users be adequately protected? Should the government take 
steps to ensure that all consumers, including the poor, gain 
access to E-money and banking services? 

Clearly, one issue common to those four questions is 
whether a given E-money system is an electronic debit system 
that transfers value among deposit accounts or an electronic 
cash system. Since only chartered depositories can accept 
deposits, and since those firms are highly regulated, the exist- 
ing statutory regime presents a ready framework within which 
to address issues raised by electronic debit systems. Electronic 
cash (E-cash) systems, however, may present significant chal- 
lenges to policy-makers. Although most issuers of E-cash, in all 
likelihood, will continue to be subject to some form of regula- 
tion, the application of existing laws to E-cash instruments is 
less clear. 

For some, the answer to these problems might be to restrict 
the issuance of E-money to banks.* Such a policy at the very 
beginning of E-money development could place unnecessary 
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barriers in the way of competition and innovation, possibly 
delaying or denying public benefits. 

Most E-cash holdings will not be insulated against certain 
kinds of losses, such as misplacement by the holder, theft, and 
insolvency of the issuer. Holders of traditional cash may incur the 
risk of misplacing their money or having it stolen, but they do not 
have to worry about loss due to the insolvency of the issuer. 

Some E-cash issued by banks may have the protection of 
Federal Deposit Insurance Corporation (FDIC) insurance, and 
some issuers may elect to provide holders with protections 
against loss and theft. Barring substantive changes in law, some 
E-cash issued by nonbanks will not be insured by the govern- 
ment against a loss due to issuer insolvency, although state 
statutes governing money transmitters may reduce the risk of 
issuer insolvency. 

E-cash issued by banks, however, won’t necessarily offer 
holders insurance against issuer insolvency,’ and the absence of 
such insurance would mark a sharp distinction between insured 
deposits and bank-issued E-cash. Consumers may, therefore, be 
confused by the existence of visually indistinguishable E-cash 
systems, and policy-makers must decide whether this concern 
warrants legislative or regulatory action. 

Existing federal rules governing transactions and disclosure 
may not extend to some E-money activities. Although the 
Electronic Fund Transfer Act and Regulation E, which is issued 
by the Federal Reserve, will apply to consumer electronic debit 
transactions, no comprehensive body of transactional rules 
defines the rights and obligations arising from E-cash transac- 
tions.® Similarly, detailed consumer disclosures for EFT transac- 
tions apply to debit systems, but not necessarily to E-cash sys- 
tems. There is likely to be some pressure from consumer groups 
and some market participants to extend current law to E-cash 
systems as those systems become more commonplace. The 
Federal Reserve is working to resolve some aspects of this issue 
through revisions to Regulation E. 

As noted previously, electronic commerce and finance cre- 
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ates new opportunities for unauthorized access to and manipu- 
lation of private information. Although the European Parliament 
has moved to address some of those issues, few federal laws 
address them.’ The extension of electronic debit and E-cash sys- 
tems to the Internet presents additional risks. Data traveling 
through the open network of the Internet is more susceptible to 
interception and can be copied or modified. The extent of the 
risk to privacy will depend on the design of the systems and the 
types of information traveling over the Internet. 

Protecting individual privacy in the digital world will be at 
least as complex as it is in the analog world. Finding the right 
balance between governmental needs for information to com- 
bat crime and individual needs for anonymity will be chal- 
lenging. That is not the only hurdle. Consumer data derived 
from financial transactions covers a broad spectrum of infor- 
mation, and consumers may be more concerned about the 
confidentiality of some types of information than others. For 
example, consumers may object strongly to the public release 
of data describing their income and net worth, but allow some 
information describing their spending patterns to be used by 
direct marketers. 

Judging the impact of E-money on groups of consumers, 
especially the poor, is difficult. On the one hand, the applica- 
tion of advanced technology to finance and commerce could 
exacerbate current inequities in the access to financial services. 
The poor are much less able than others to afford computers or 
to have access to educational opportunities facilitating comput- 
er use. As the cost of computers and associated technologies 
continues to fall, the availability of financial services from tra- 
ditional outlets such as branches and perhaps even ATMs will 
decline. That trend could also disadvantage those in rural areas 
where the infrastructure necessary for E-money and banking is 
not now in place. 

On the other hand, not all PC developments need to leave 
out the poor. PC-based systems for banking services offer the 
potential for a community group or church to work as partners 
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with a bank or other financial-services firm for the delivery of 
financial services at convenient and safe locations. 

Additionally, the technological revolution holds the poten- 
tial to enhance greatly the ability of the poor to have conve- 
nient access to financial services because of the advantages that 
are inherent to high-tech payments systems. The cost of low- 
value transactions—transactions most common to the poor— 
can be much lower in high-tech systems than in traditional pay- 
ments systems centered, for example, in brick-and-mortar 
branches. High-tech systems have more flexibility than tradi- 
tional systems in the delivery of financial services virtually. 
Evidence of this flexibility is available today in the form of EBT 
systems, telephone banking, and (to some degree) high-tech 
branches in supermarkets and convenience stores. Such flexi- 
bility provides added convenience, because services can be 
available on virtually a 24-hour basis, and added safety, because 
funds are less subject to theft. In the not-too-distant future, 
additional evidence may include the use of home television sets 
hooked up to cable systems that give access to banking and 
other services. 

As noted earlier, E-cash could, depending on how it is 
developed, share an important attribute with traditional cash. 
As with cash, it could lead to anonymous transactions that do 
not leave a “paper trail.” Although those attributes give ordinary 
citizens privacy, they also make possible the commission of 
large-scale financial crimes with a relatively low risk of appre- 
hension. Should the use of E-cash become pervasive, govern- 
ment may question the effectiveness of its regulatory provisions 
and investigative strategies and techniques in combating finan- 
cial crimes. 

Evaluations of those issues will necessarily depend on the 
particulars of E-money and E-cash product. For example, many 
smart-card systems abroad generate audit trails and limit the 
maximum “value” that a card may hold at any time. Reports 
from countries with such cards suggest that criminal interest in 
the cards is low. 
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For the most part, the crimes in a world of E-cash and dig- 
ital commerce will be familiar: theft, fraud, counterfeiting, tax 
evasion, and money laundering. To ensure that law enforcement 
agencies have the necessary tools to combat financial crimes, 
government will have to determine the impact of E-money sys- 
tems on regulations and policies designed to control financial 
crime and on investigative strategies and techniques. 

Traditionally, law enforcement agencies have relied on rules 
and regulations allowing them to see documents, hear informa- 
tion exchanges, and track or interdict goods in clearly defined 
jurisdictions in their fight against financial crimes. Such tangi- 
ble evidence and the certainty of geography will erode in the 
digital world of E-money. Moreover, the applicability of exist- 
ing laws to E-money and related activities is not certain. 

Certain laws, such as the Bank Secrecy Act (BSA) and its 
implementing regulations, require consumers and businesses to 
provide information that enables the government to combat 
certain financial crimes. How such laws apply to new electron- 
ic payments systems is not clear.* Historically, law enforcement 
and regulatory officials have relied upon banks and other types 
of financial institutions to provide data “choke points” through 
which funds from criminal activities must pass. 

The BSA, by requiring these institutions to keep records 
and file reports on certain types of financial transactions, pro- 
vides a paper trail that enables law enforcement officials to 
deter, detect, investigate, and prosecute illicit activity. E-money 
systems that allow large, unaccountable transactions have the 
potential, however, to undermine the effectiveness of the BSA. 
If such E-money systems are not covered by BSA requirements, 
there is reasonable certainty that criminals will use them to 
evade the BSA choke points. E-cash could lend itself to totally 
anonymous transactions without a paper trail, increasing the 
investigative hurdles faced by law enforcement officials. The 
application of the BSA requirements to E-money systems will 
depend upon whether the participants and products involved 
in those systems fall within certain definitions of the BSA.° 
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Law enforcement and regulatory officials have mechanisms 
in place for tracking the flow of money derived from illegal 
activities based on laws and regulations applied to the financial 
system.' With an open system, such as the Internet, or with 
electronic peer-to-peer transactions, however, exchanges of 
financial value may occur that are not technically subject to the 
BSA. As electronic systems develop and government gains a 
greater understanding of the transactions conducted over these 
systems, government must identify what additional regulatory 
measures, if any, law enforcement officials need to combat 
financial crimes. 

With the advent of home banking and the development of 
new retail electronic payments systems, there will be fewer and 
fewer face-to-face financial transactions. Law enforcement 
agencies are particularly concerned about the ability of finan- 
cial institutions to “know their customers” in a potentially 
anonymous payments system. Further, government is con- 
cerned that paperless payments systems with anonymous users 
will present fewer opportunities to use traditional techniques 
such as analyses of financial documents and surveillance of 
those suspected of financial crimes. 

As noted earlier, decryption is the reverse process of 
encryption. It refers to the decoding of messages that the sender 
altered—encrypted—in an attempt to keep the message secret 
from all parties except the one who was to receive it. There are 
many different encryption techniques, but they all revolve 
around a process of substituting a number, letter, or some other 
symbol for the true letter or number or symbol. Each process 
has its own rule for substituting a false symbol for the true one. 
Sometimes observers call this rule a key, since knowledge of the 
rule or key will enable an interested party to “unlock” or decode 
the encrypted message. 

Encryption provides the potential for security in the digital 
world, and in the minds of those with large financial stakes in 
the development of electronic commerce and money, “Security 
is to the Internet what safety is to the airlines.”"! Within the last 
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several years, the private sector has made significant strides in 
strengthening the commercially applicable encryption process- 
es. These advances respond to consumer and business concerns 
about the authenticity, reliability, and security of buyers and 
sellers and of purchases and payments, whether transactions are 
conducted over the Internet or in the shop of a retail merchant. 
For the private sector, the stronger the encryption, the smaller 
the cause for concern. 

Because of its law enforcement responsibilities, government 
has a strong interest in its ability to decrypt messages and in the 
advances in encryption technologies. For the government, pow- 
erful, private-sector encryption technology can pose challenging 
issues. Indecipherable encryption could facilitate criminal activ- 
ities and, potentially, expose the United States to national secu- 
rity risks. To manage those risks, the Clinton administration has 
proposed the development of a Key Management Infrastructure 
(KMI) that would, with court permission, give selected federal 
officials access to the keys that would unlock messages encrypt- 
ed using private-sector technology. The debate on the advan- 
tages and disadvantages of this proposal is continuing. 

The question of who may issue E-money cuts across a wide 
spectrum of interest. Answers to the question have the poten- 
tial to affect such activities as the regulation and supervision of 
issuers and the management of both the payments system and 
monetary policy. 

For that reason, they deserve discussion. By any measure, E- 
money plays a minor role in the U.S. economy, and, as noted 
elsewhere, that role is not likely to increase any time soon. 
According to some estimates, “80 percent of all retail purchas- 
es in the United States are settled in cash, the vast majority of 
them for less than $20.” Debit cards, the most widespread 
form of E-money, account for about 2 percent of retail transac- 
tions; credit cards, the most popular electronic payment option, 
account for only 5 percent."* 

If the government should find that the issuance of E-cash 
involves the receipt of “deposits,” federal laws precluding or 
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restricting deposit-taking by nonbanks might be applied to non- 
banks issuing E-cash (e.g., 12 U.S.C. 1831t and Section 21 of 
the Glass Steagall Act). The states could also limit the types of 
firms that can offer E-money services." 

In Europe, government officials favor banks as issuers of E- 
money, reflecting, in part, the availability of a well-structured 
regulatory regime. In this country, there is a belief among a 
number of policy-makers and knowledgeable private-sector 
parties that limiting the issuance of E-cash to banks could stifle 
competition and innovation. Many also believe that appropriate 
regulation of the nonbank issuers can effectively resolve the 
problems they may pose. 

Designing the appropriate response will be a challenge. 
Some of the nondepositories may be affiliated with deposito- 
ries, and others may not be affiliated. Subjecting all nonbank E- 
money issuers to the full panoply of depository regulation may 
not be appropriate.’’ Although some requirements may well be 
appropriate, nonbank issuers, be they affiliated with deposito- 
ries or not, may not warrant the same regulations regarding cap- 
ital, asset diversification, and asset quality, for example, that 
now apply to depositories. 

If the time for government action arrives, attention should 
focus on determining how different regulatory structures for 
depositories and nonaffiliated nondepositories will affect the 
competition between those two groups, including how con- 
sumers may value the regulatory structures. For example, 
depending upon whether E-cash is found to be a “deposit” 
under certain Federal Reserve rules, banks may incur costs of 
deposit reserve requirements that are not imposed on nonbank 
issuers. The government will also need to decide whether pro- 
viding holders of E-cash issued by both depositories and non- 
depositories with the kinds of protection available, for example, 
from the FDIC would be appropriate.’® 

Significant E-money issuance, especially by those outside 
the traditional banking system, could also pose challenging 
problems. The operational failure or insolvency of a key issuer 
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could create a widespread loss of confidence in other forms of 
E-money, leading, perhaps, to additional insolvencies and a 
flight to legal tender. Conceivably, the orderly flow of the inter- 
bank clearing system could be at risk, to the extent that the 
ability of banks to meet their interbank payments depended 
upon the ability of E-money issuers to redeem their obligations 
in traditional bank deposits. This would be of great concern to 
the Federal Reserve. 

E-money, if successful, could gradually lead to shifts among 
different forms of money held by consumers and thus poten- 
tially affect the behavior of the monetary aggregates. However, 
E-money may be only one of a number of changes in financial 
markets in the years ahead. Some of these may require modifi- 
cations in the details of how monetary policy is implemented, 
just as other financial innovations have required adjustments in 
the past. The Federal Reserve believes that it has the capability 
to adjust to these changing circumstances while continuing to 
meet its traditional responsibilities. To monitor the monetary 
aggregates, however, the Federal Reserve may need to obtain 
data on outstanding amounts of E-money from issuers, similar 
to the situation with nonbank-issued traveler’s checks. 

The government, as the exclusive issuer of currency, stands 
to lose revenue if privately issued E-money significantly dis- 
places the use of legal tender. Legal tender provides revenues in 
two ways. The first is seigniorage, the difference between the 
face value of coins and the cost of making them (by about $773 
million in 1994)."’ Second, government interest payments are 
reduced to the extent that people hold currency instead of 
interest-bearing debt. Some estimates suggest that the reduc- 
tion in interest payments could be as much as $3.5 billion 
annually.'® As noted in the discussion of E-money and Treasury 
operations, the likelihood that the adoption of E-money will 
lead to a significant reduction in avoided interest expenses for 
the Treasury is small. 

E-money systems operating over open systems such as the 
Internet can, for all intents and purposes, operate outside of 
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clear geographic boundaries. Within the United States, this cre- 
ates potential questions concerning the applicability of state 
laws to transactions that may be initiated by a consumer in one 
state who uses a financial institution headquartered in a second 
state to make payments to recipients located in still other states 
by means of a computer at some unknown location. 

Those challenges are even greater at the international level. 
Nation-states may find unilateral enforcement of electronic- 
money-related rules difficult. Laws such as those involving pro- 
tection of personal privacy and entities permitted to issue E- 
money may raise especially difficult problems, as will those 
dealing with tax collections. Sales over the Internet, for exam- 
ple, raise questions about the location of a transaction and con- 
sequently about which tax laws apply. All of these considera- 
tions raise the larger question: What steps should the federal 
government take to identify and coordinate responses among 
interested countries to those common problems in such areas as 
law enforcement, personal privacy, and issuers of E-money? 

Because most electronic payments systems can operate 
internationally and in multiple currencies, resolving jurisdic- 
tional issues for financial crimes will be difficult. This erosion of 
national boundaries by retail E-money and payments makes it 
even more critical for law enforcement and supervisory author- 
ities in different countries to cooperate in their anticrime activ- 
ities and to adopt consistently strong law enforcement policies 
and standards. 

Currently, the Financial Action Task Force (FATF), an inter- 
national enforcement group with representatives from 26 
countries, coordinates approaches to financial crimes and relat- 
ed areas. Recently, FATF adopted several recommendations for 
strengthening the ability of member countries to manage their 
crime-fighting efforts."® 

Electronic-money technology can generate and capture a 
great deal of payments information. This information has sub- 
stantial value for both commercial and anticrime purposes. 
Using such information for those purposes, however, can raise 
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Serious questions involving personal privacy. Recently, the 
European Union (EU) adopted a policy on personal privacy 
that provides protections that some believe may not be avail- 
able in U.S. law. 

The policy is set forth in Directive 95/46/EC, a set of guide- 
lines for member states to follow in their efforts to protect the 
privacy of individuals. Although the guidelines are extensive, 
they generally try to ensure that data on individuals are collect- 
ed for lawful purposes as specified in the directive and 
processed fairly and lawfully for purposes specified in the direc- 
tive. Individuals have the right to see the data that pertain to 
them. The directive also requires those who hold and process 
personal information to notify individuals of releases of their 
personal data and, under certain circumstances, to obtain their 
consent for such release. Chapter IV, Article 25, encourages 
member countries to prohibit the export of personal informa- 
tion to third countries if those third countries do not provide 
the same degree of privacy protection as the member country. 
The chapter states, “The Member States shall provide that the 
transfer to a third country of personal data which are undergo- 
ing processing or are intended for processing after transfer may 
take place only if, without prejudice to compliance with the 
national provisions adopted pursuant to the other provisions of 
this Directive, the third country in question ensures an ade- 
quate level of protection.” 

Under the terms of that provision, it might be possible for 
EU member states to prohibit export of computer-processed 
data on individuals under investigation by the U.S. government. 
This could decrease the effectiveness of well-established work- 
ing relationships between U.S. agencies fighting financial crimes 
and financial intelligence units in other countries. 

Another subject with potential international implications 
deals with who may issue E-money. As noted above, a 1994 EU 
report concluded that there was a need to restrict E-money 
issuance to “credit” institutions.” In Europe, issuers of E-money 
are largely limited to banks. By contrast, several U.S. firms that 
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are not associated with banks are actively engaged, although on 
a limited basis, in issuing a variety of SVCs, precursors to more 
technologically advanced smart cards. 

Among the developed countries, there is recognition of the 
need for greater and sustained cooperation to explore these 
issues as the importance.and pervasiveness of the digital world 
grows. Separate working groups involving the central bankers, 
finance ministers, and law enforcement agencies of these coun- 
tries have already begun to define the scope of mutual prob- 
lems in this area. 

At the G-7 Summit in June 1996, heads of states and gov- 
ernments” called for a review of the implications of recent 
technological advances that make possible the creation of 
sophisticated methods for retail electronic payments and how 
to ensure the full realization of their benefits. This research will 
build on work already under way at the Bank for International 
Settlements,” the Basle Committee,” and the Financial Action 
Task Force. 

The study will provide an exchange of views among super- 
visors of financial institutions, central bankers, and law enforce- 
ment officials. They will have the opportunity to develop a 
broad understanding of the international dimensions of the pol- 
icy issues facing governments as a result of the implementation 
of retail E-money and banking systems and to consider whether 
the resolution of these issues would benefit from further inter- 
national cooperative efforts. 
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Chapter 3 


V 
Rules of E-Money 


Commerce 


One area of government interest is whether existing laws 
and regulations applicable to E-money systems are adequate to 
protect the public interest. This chapter reviews current rules 
in two areas: (1) transactional rules that determine the rights 
and responsibilities of parties in E-money transactions and (2) 
disclosure rules that determine what information must be pro- 
vided to consumers of E-money services. 

The E-money systems ultimately will need clear transac- 
tional rules governing electronic payments. Today, the transac- 
tional rules applicable to electronic debit systems are more 
established and certain than those for electronic cash systems. 

The two main domestic sources of transactional rules gov- 
erning electronic debit transactions are Article 4A of the 
Uniform Commercial Code and the Electronic Fund Transfer 
Act (EFTA). Article 4A generally applies to wholesale transac- 
tions; the EFTA applies to consumer transactions. 
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Article 4A provides reasonably complete transactional rules 
for what are commonly called wholesale wire transfers. These are 
generally large-dollar-volume transactions between businesses 
or financial institutions using the Fedwire or New York Clearing 
House Payments System (CHIPS), but they can also include 
wholesale payments .by an automated clearinghouse. 
Transactional rules are also provided by the rules of the partic- 
ular transfer systems: transfers made by Fedwire are governed 
by Federal Reserve Regulation J, transfers over CHIPS are gov- 
erned by the CHIPS rules, and transfers by automated clearing- 
houses are governed by the uniform rules adopted by the asso- 
ciated banks and by Federal Reserve rules and operating circu- 
lars. Most of these rules, including Article 4A, can be modified 
by agreement among the participants. Aggregated, these sys- 
tems of rules (as modified and supplemented by the contracts 
of participants) provide a fairly comprehensive body of law that 
defines the rights and responsibilities of parties that engage in 
wholesale electronic debit transactions. 

A different set of rules applies to consumer transactions. By 
its express terms, Article 4A does not apply to any transaction 
covered in any part by the EFTA. The EFTA covers a variety of 
electronic funds transfers involving consumers; it does not 
apply to transactions that do not involve a consumer’s account. 
The EFTA and its implementing regulation, Federal Reserve 
Regulation E, establish rights, liabilities, and responsibilities of 
participants in EFT systems. Under the EFTA, consumer liabil- 
ity for the unauthorized use of a lost or stolen access device is 
generally limited to between $50 and $500. The EFTA also pro- 
vides procedures for resolving errors and disputes involving 
EFT services. For example, providers are required to investigate 
and respond to consumer complaints within 10 days (or longer, 
if the provider provisionally recredits the consumer’s account in 
the amount of the alleged error, pending further investigation). 
Finally, the EFTA makes the covered provider of EFT services 
generally liable to the consumer for all damages caused by the 
failure to make a correct and timely transfer of funds. 
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The full range of EFTA and Regulation E consumer protec- 
tions applies to consumer electronic debit transactions by any 
bank or nonbank that either holds a consumer's account or 
issues an access device and provides the consumer with EFT 
services. Thus, the EFTA supplies fairly specific protections for 
consumers who engage in electronic debit transactions. Further, 
unlike the rules applicable to wholesale transactions, these con- 
sumer rights cannot be abrogated by contract. 

Article 4A and the current version of Regulation E proba- 
bly do not apply to many types of electronic cash systems. The 
rules for these systems are likely to be determined by contract, 
by Articles 3 and 4 of the UCC (to the extent the courts deter- 
mine that those principles of commercial law apply to these 
transactions), and by common law. By its terms, Article 4A 
applies only to “payment orders,” which, most succinctly, are 
instructions to a bank to pay money to a beneficiary. Article 4A 
could be held not to apply to transactions involving most elec- 
tronic cash systems because, unlike electronic debits, many 
electronic cash transactions involve no payment instructions to 
a bank; the transfer of electronic cash value from payor to payee 
can occur without the involvement of any bank, and the user of 
electronic cash does not instruct a bank to pay a beneficiary. 
Similarly, electronic cash transactions may not involve any of 
the existing wire transfer systems or automated clearinghouses 
and, thus, would not be subject to the transactional rules 
applicable to those systems. 

Regulation E would apply to the electronic withdrawal of 
funds from a deposit account to load electronic cash onto a 
storage device. In other words, consumers would be covered by 
the current Regulation E when they use a “load value machine” 
to transfer funds from a deposit checking: account to an SVC, 
but not when they “spend” the E-cash by transferring it from an 
SVC to a merchant storage device.’ 

In short, currently, no body of transactional rules compre- 
hensively defines the rights and obligations arising from elec- 
tronic cash transactions. The gaps might be filled by contracts 
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between the parties or by principles of law applicable to other 
payments systems that might apply by analogy. The rights and 
obligations of parties regarding risk allocation in electronic 
cash transactions thus may vary with the system at issue. The 
significance of that uncertainty to the development of elec- 
tronic cash systems will depend upon the degree to which the 
systems can successfully reduce risk by design and allocate 
risk by agreement. 

For example, no current.federal law or regulation expressly 
provides a consumer with a right to recover the value on a lost 
or stolen SVC and, accordingly, consumers will bear those loss- 
es unless their contract with the card issuer covers that risk. The 
risk that funds placed on a stored value device may be lost 
because of malfunction, fraud, or loss of the device will depend 
on the design of the particular system. 

Competitive pressures may motivate electronic cash sys- 
tems to reduce the risks to consumers. Electronic cash providers 
will have a significant competitive incentive to provide a high 
degree of reliability. Nevertheless, systems may feature trade- 
offs between risk protections and other attributes such as con- 
venience and privacy. For example, competition may affect 
whether systems provide transaction auditability or limits on 
the amount of electronic cash that can be stored on a card, since 
consumers may not demand these attributes. 

Bank and nonbank participants in electronic cash systems 
may be able to negotiate the transactional rules they will apply 
inter se as they have done in other payment systems. Similarly, 
the allocation of risk to merchants through transactional rules 
has traditionally been accomplished by agreement between the 
merchant and the payment network. This trend would likely 
continue in electronic cash because of the need to attract mer- 
chants to participate in the system. Thus, the allocation of risk 
to merchants is likely to be a matter of contract law. 

In sum, the transactional rules for electronic debit systems 
seem to be sufficiently certain that little additional clarification 
is needed. However, the current body of transactional law may 
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need to be modernized if parties to electronic cash transactions 
are unable to develop an adequate system of rules in their pri- 
vate contracts. The development of those rules will influence 
the acceptability of electronic cash as a means of payment, and 
the public may have the expectation that it will be protected. 
Therefore, an important issue is whether the federal govern- 
ment should act to make the rules in this area clear and uni- 
form. Since merchants and banks will be in a better position to 
negotiate such rules than will consumers, the government inter- 
est may be greater at the consumer level. 

The application of the legal regimes governing disclosure is 
relatively clear with respect to electronic debit systems, but not 
with respect to electronic cash. If electronic cash systems are to 
succeed, potential participants must attain a threshold of confi- 
dence in the system. That confidence might be increased by the 
availability of basic information pertaining to the nature of the 
electronic instrument they are purchasing, the soundness of the 
issuer and redeemer of that instrument, and the rights and 
obligations regarding it. However, the rules that determine the 
extent and accuracy of these disclosures are uncertain. There 
are several sources of disclosure rules that are potentially 
applicable to E-money systems—most notably, the EFTA, state 
law, and 12 U.S.C. 1831t. 

Under Regulation E, banks and others offering EFT services 
subject to the EFTA must provide extensive disclosures to con- 
sumers. They are required to provide consumers with initial dis- 
closures covering consumer liability for unauthorized use of an 
access device, procedures for reporting a suspected unautho- 
rized transfer, any limitations on the type and frequency of 
transfers, the amount of charges for transfers, the consumer’s 
right to detailed documentation of transfers, the consumer’s 
right to stop payment on preauthorized transfers, the circum- 
stances under which the bank will disclose information on the 
consumer’s account to third parties, and a summary of the 
error-resolution procedures. Additionally, banks are required to 
provide consumers with a documentary record of EFT transac- 
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tions both at the time the transfer is initiated at a terminal and 
in periodic account statements. 

The current Regulation E probably applies to electronic 
debit systems but not electronic cash systems. Thus, consumers 
are assured of receiving extensive disclosures in electronic debit 
systems but not in electronic cash systems. However, the 
Federal Reserve Board has proposed an amendment to 
Regulation E to provide limited coverage of SVCs.’ The pro- 
posal exempts from Regulation E SVC systems that do not 
allow more than $100 to be loaded on the card at any one time. 
Moreover, even those systems that permit a maximum load of 
more than $100 are not covered if they are unaccountable (i.e., 
do not keep records of individual transactions conducted with 
the cards). Finally, even accountable systems that permit a max- 
imum load of more than $100 are covered only to the extent 
that consumers must receive initial disclosure requirements 
similar to those applicable to debit systems under Regulation E. 
At this time it is uncertain what the final amendment to 
Regulation E will look like. 

If the issuance of electronic cash results in the receipt of 
“deposits,” nonbanks issuing electronic cash may be subject to 
the restrictions of 12 U.S.C. 1831t that impose certain disclo- 
sure requirements on uninsured “depository institutions” 
accepting deposits.’ Specifically, each periodic statement, signa- 
ture card, and instrument evidencing a “deposit” must contain a 
notice that the firm is not federally insured and that, if it fails, 
the federal government does not guarantee that depositors will 
get their money back. Similar statements must be conspicuous- 
ly displayed in all advertising and at each place where “deposits” 
are normally received. New customers must sign an acknowl- 
edgment that they received this notification. The Federal Trade 
Commission (FTC), which is responsible for enforcing compli- 
ance with 12 U.S.C. 1831t, has not yet indicated how these 
requirements would apply to electronic cash systems that may 
use no physical instruments or offices. 

Securities laws are a potential, although unlikely, source of 
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disclosure requirements for E-money systems. These laws impose 
extensive disclosure requirements (and concomitant liability) on 
persons issuing or selling “securities.” Unlike under Regulation E, 
disclosures required under securities laws could extend to both 
consumer and nonconsumer purchasers of electronic cash. 

The federal securities laws probably will not apply to elec- 
tronic debit systems because most likely those systems will not 
be deemed to involve the issuance or sale of a “security.” 
Generally, a bank deposit account is not a “security” under the 
securities laws because such accounts are covered by a perva- 
sive system of bank regulation and deposit insurance.* Funds 
held in a bank account, though subject to transfer by electron- 
ic debit, will likely be held to be a “deposit” for purposes of the 
PDI Act. 

Similarly, those laws probably do not apply to electronic 
cash systems because electronic cash is not likely to be found to 
be a “security” for purposes of securities laws, since electronic 
cash provides no real possibility of gains or losses in value that 
are the hallmarks of a “security.” 


NOTES 


1. The Federal Reserve has proposed an amendment to Regulation E that 
would provide limited coverage of SVC systems. 86 Federal Register, 
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Chapter 4 


V 


Money Laundering in the 
Electronic Age 


Criminal activities can generate large amounts of funds 
that must be integrated into the financial system if criminals 
are to enjoy the fruits of their crimes. Thus, a key strategy of 
modern law enforcement has been to “follow the money.” 
Historically, law enforcement and regulatory officials have 
relied upon the intermediation of banks and other types of 
financial institutions to provide data choke points through 
which funds must pass. By requiring that these institutions 
keep records and file reports on certain types of financial trans- 
actions (most importantly, suspicious transactions), law 
enforcement has been able to build a paper trail to deter and 
detect illicit activity and for criminal, tax, or regulatory inves- 
tigations or proceedings. The BSA and its implementing regu- 
lations are the primary source of these requirements. ' 

E-money systems raise issues for the effective implementa- 
tion of the BSA in the future. If the E-money systems are not 
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covered by the BSA or BSA-type requirements, there is the risk 
that the new payments systems could be used to evade the BSA 
choke points. Accordingly, a review of the issues raised by the 
application of the BSA to the new electronic payments systems, 
with a focus on both electronic debit and electronic cash sys- 
tems, seems indicated. 

The BSA requires that “banks” and other such types of 
“financial institutions” as broker dealers, casinos, check cashers, 
and money transmitters maintain records and file reports of cer- 
tain transactions. The statute also authorizes the Treasury 
Department to require financial institutions to develop and 
implement comprehensive antimoney-laundering programs 
(AMLPs), including the reporting of suspicious transactions, 
which is the new focus. 

The BSA has numerous reporting requirements. In gener- 
al, financial institutions are required to file a report with the 
Treasury Department of currency transactions in excess of 
$10,000. In addition, persons must file a report if “currency” 
and certain other “monetary instruments” in excess of 
$10,000 are transported into or out of the United States. Also, 
each person subject to the jurisdiction of the United States 
(except a foreign subsidiary of a U.S. person) having a finan- 
cial interest in, or signature authority over, a bank account, 
securities account, or other financial account in a foreign 
country must also file a report if the aggregate value of the 
account exceeds $10,000. 

The BSA also contains record-keeping requirements. A 
“financial institution” may not issue or sell certain “monetary 
instruments” of $3,000 or more in currency unless it obtains 
and records certain information about the purchaser. Financial 
institutions must also obtain and retain records on extensions of 
credit in excess of $10,000 and on each advice, request, or 
instruction received or given with respect to transactions 
involving in excess of $10,000 to or from any person, account, 
or place outside the United States. In addition, there are numer- 
ous other requirements specific to the type of financial institu- 
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tion that facilitate the reconstruction of financial transactions. 
For example, banks are required to maintain copies of docu- 
ments granting signature authority over accounts, statements 
and ledger cards, and checks and money orders for most trans- 
actions of $100 or more. 

Recently, the Treasury Department and the Federal Reserve 
Board jointly issued record-keeping requirements governing 
funds transfers. Also, FinCEN is in the process of developing 
guidelines to assist financial institutions in implementing 
AMLPs. One element of an effective AMLP is that financial 
institutions take adequate steps to ensure that all the relevant 
BSA record-keeping and reporting requirements are met. A sec- 
ond element is to obtain and retain information on persons who 
enter into customer relationships. This includes specific infor- 
mation about the type of account and purpose, the verification 
of identity of persons opening accounts, and the identification 
of any beneficiaries. A third element is that financial institu- 
tions monitor customer activity to identify any transaction that 
falls outside of what would be considered normal financial 
commerce and for which there is no apparent reasonable expla- 
nation. A final element is the timely identification of and 
reporting to law enforcement of such suspicious activity.” 

The application of the BSA requirements to E-money sys- 
tems will depend upon whether the entities and products 
involved in those systems fall within certain key definitions of 
the BSA. For example, the BSA contains definitions for terms 
such as financial institutions, currency, monetary instruments, and 
funds transmittals.? The status of E-money providers and prod- 
ucts under those definitions is uncertain. 

The BSA definition of financial institution includes banks, 
credit unions, broker dealers in securities, casinos, check 
cashiers, and “licensed transmitters of funds, or other persons 
engaged in the business of transmitting funds.”* As noted in 
Chapter 5, only institutions authorized to accept deposits will 
be able to operate electronic debit systems. Thus, electronic 
debit systems are likely to involve entities that would be finan- 
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cial institutions under the BSA. As also noted, nondepository 
institutions may be permitted to operate electronic cash sys- 
tems. Some of these entities may fall outside the existing BSA 
definition of financial institutions, which includes “an issuer, 
seller, or redeemer of traveler’s checks.”® If electronic cash is 
deemed to be the electronic equivalent of traveler’s checks, 
issuers would be covered. However, this is not certain.° 

The BSA defines currency as “coin and paper money of the 
United States or of any other country that is designated as legal 
tender and that circulates and is customarily used and accepted 
as a medium of exchange in the country of issuance.” It is 
uncertain whether either electronic debt or electronic cash 
products fall within this definition. 

The BSA defines monetary instruments as “currency, travel- 
er’s checks, all negotiable instruments (including personal 
checks, business checks, official bank checks, third-party checks, 
promissory notes, and money orders), incomplete instruments 
signed but with the payee’s name omitted, and securities or 
stock in bearer form.”* The status of E-money payments sys- 
tems under this definition also is not clear. Electronic debit 
products could be said to be a form of electronic check or nego- 
tiable instrument. Similarly, as previously noted, it is possible 
that electronic cash products could be an electronic form of 
“traveler’s checks.” Thus, it is possible, but not certain, that E- 
money products are incorporated into the existing definition of 
monetary instruments. 

In any event, to the extent that consumer electronic debit 
or cash transactions are governed by the BSA, the nature of 
emerging systems—which rely upon encryption technology to 
ensure security—may present a unique new challenge to the 
ability of financial institutions to comply with the BSA’s record- 
keeping and reporting requirements. 

Finally, the application of the new FinCEN rules on funds 
transfers to the E-money products may well depend on the 
nature of the product. The term funds transfer is defined as “the 


series of transactions, beginning with the originator’s payment 
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order, made for the purpose of making payment to the benefi- 
ciary of the order.”® Electronic debit payments seem to resemble 
traditional funds transfers and may be covered under newly 
issued BSA wire transfer record-keeping rules. However, it is 
questionable whether electronic cash systems involve the 
issuance of a “payment order” as defined in the regulation.” 
’ Consumer electronic debit and electronic cash transactions gov- 
erned by the EFTA are not covered by the funds transfer rules." 


NOTES 


1. The Bank Secrecy Act, as amended, is codified at 12 U.S.C. 1829b, Pub. 
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3. See, generally, 31 C.ER. 103.11. 
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11. 31 CER. 103.11(q). For coverage of the.EFTA, see Chapter 3. 
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Vv 


E-Money Business Standards 


Two different sets of laws control what types! of firms can 
offer forms of E-money: laws that restrict the issuance of cur- 
rency and laws that restrict the acceptance of deposits. If elec- 
tronic cash is held to be the issuance of currency or the accep- 
tance of deposits, laws that restrict the types of firms that can 
engage in those activities will control which firms can offer 
electronic cash services. Similarly, to be able to offer electronic 
debit services, a firm must be able to accept deposits; laws that 
restrict the types of firms that can accept deposits will arguably 
control which firms can offer electronic debit: services. Both 
types of laws will be discussed below.? 

The issuance of paper currency and coinage as legal tender 
is governed by the Constitution, federal statutes, and state 
statutes. Currency is generally understood to mean money in use 
as a medium of exchange. Legal tender is currency a government 
declares to be good and sufficient payment of public and private 
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debts. The Constitution gives Congress the sole authority to coin 
money that serves as legal tender. (U.S. Constitution, Art. 1, Sec. 
8.) Federal statutes declare that only U.S. coins and currency are 
legal tender, but parties are free to voluntarily accept other 
forms of payment in lieu of legal tender. 

A number of federal criminal statutes prohibit counterfeit- 
ing of U.S. paper currency and coinage by private parties.’ 
However, because these are criminal statutes, they are con- 
strued narrowly and thus may not apply to either electronic 
debit or electronic cash systems. 

Federal criminal law also restricts the issuance of obligations 
intended to circulate as money or to be used in lieu of lawful 
money; this restriction applies equally to banks and nonbanks. 
However, restrictions on the issuance of currency do not apply 
to electronic debit systems since those systems involve the 
transfer, rather than issuance, of currency. On the other hand, 
the application of these laws to electronic cash is less certain 
because in some electronic cash systems the electronic value is 
intended to circulate as a cash equivalent or substitute. An argu- 
ment can be made that, construed narrowly, 18 U.S.C. 336 does 
not prohibit private firms from issuing electronic cash. 
Consequently, firms developing electronic cash systems may 
not be deterred by this statute. The Department of Justice is the 
only agency that can give a definitive interpretation of criminal 
statutes, including 18 U.S.C. 336. Government clarification on 
the application of this federal law may become desirable as 
electronic cash systems evolve and expand. 

Some states have issued laws that appear to prohibit the 
issuance of currency by banks and nonbanks. The Constitution 
and federal statutes are silent on the issue of whether states can 
prohibit currency that is not legal tender. 

Some state laws that attempt to prohibit the issuance of 
currency could be preempted by the National Bank Act or by 
the dormant Commerce Clause of the U.S. Constitution. If the 
issuance of electronic cash were found to be a permissible activ- 
ity for national banks under the National Bank Act, state pro- 
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hibitions (and state regulations that operate as prohibitions) 
would be preempted with respect to national banks. Even in 
the absence of federal legislation, the dormant Commerce 
Clause preempts state laws that create insurmountable barriers 
to interstate commerce. Any state regulation frustrating the cre- 
ation of a nationwide electronic cash system would be subject 
to potential preemption under that clause. 

Laws that restrict the acceptance of deposits will have an 
impact on which firms can offer electronic debit services and 
may control which firms can offer electronic cash services. 
One such law is Section 21 of the Glass Steagall Act, which 
makes it unlawful for any person engaged in the business of 
issuing securities to also be in the business of accepting 
deposits.® Section 21 also prohibits nonbanks from accepting 
deposits.’ Many states also have laws prohibiting nonbanks 
from receiving deposits.*® 

Section 21 of the Glass Steagall Act generally would not 
affect the ability of banks to offer electronic debit services 
because banks are not engaged in the business of issuing, under- 
writing, selling, or distributing “securities.” In contrast, since 
nonbanks are prohibited by Section 21 from receiving deposits, 
they cannot engage in the business of electronic debit services 
that involve the holding of deposits. However, nonbanking 
firms can (and do) offer electronic debit services that use 
accounts held by banks, e.g., the check-free bill-paying service. 

Similarly, it is unlikely that Section 21 would affect the 
ability of banks to offer electronic cash services. A bank that 
issues or sells electronic cash is probably not engaged in the 
business of issuing, underwriting, selling, or distributing 
“securities” within the meaning of Section 21 of the Glass 
Steagall Act. Although the term securities is not defined in 
the Glass Steagall Act, bank-issued instruments such as cer- 
tificates of deposit have not been characterized as securities 
for purposes of Sections 16 and 21 of the Glass Steagall Act.® 
Moreover, if (as is likely) the issuance of electronic cash is 
part of the “business of banking,” and thus permissible for 
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national banks, the activity should not be prohibited for 
national banks under Section 21." 

There is greater uncertainty about the effect of Section 21 
on nonbanks that would engage in E-money activities. It is 
uncertain whether, under Section 21, an organization that 
issues electronic cash is thereby engaged in “the business of 
receiving deposits subject to check or to repayment upon pre- 
sentation of a passbook, certificate of deposit, or other evidence 
of debt, or upon request of the depositor.” Moreover, it is 
unclear whether a nonbank that sells or issues electronic cash in 
exchange for real cash is thereby engaged in “the business of 
receiving deposits subject to check or to repayment upon pre- 
sentation of a passbook, certificate of deposit, or other evidence 
of debt, or upon request of the depositor.” If the sale or issuance 
of electronic cash results in a “deposit,” then only banks may 
engage in the sale or issuance of electronic cash. 

The government has not definitively opined on these 
issues.'' Since the statutes involved are criminal, the regulatory 
agencies must defer to the Department of Justice and are reluc- 
tant to issue interpretive opinions. As criminal statutes, the laws 
would be narrowly construed. Uncertainty over the application 
of the Glass Steagall Act has not, so far, appeared to have 
chilled the development of electronic cash services. 

The Bank Holding Company Act (BHCA), 12 U.S.C. 1841, 
et seq., also indirectly imposes restrictions on the types of enti- 
ties that can accept “deposits.” The BHCA, which is adminis- 
tered by the board of governors of the Federal Reserve System 
(Federal Reserve), essentially prohibits any company from own- 
ing a “bank” if the parent company is engaged in activities that 
are not “closely related to banking” and a “proper incident 
thereto.” Thus, if the Federal Reserve deemed a company issu- 
ing electronic cash to be a “bank” under the BHCA, the statute 
would severely limit the permissible activities of any firm that 
owned that company. This would effectively preclude most 
nonbanking organizations from owning companies that issued 
electronic cash.” 
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If the issuance of electronic cash is found to involve the 
acceptance of “deposits” under the BHCA, then to avoid any 
risk that the Federal Reserve would find electronic cash issuers 
to be “banks” under the BHCA, those electronic cash issuers 
owned by nonbanking organizations would have to avoid 
“engaging in the business of making commercial loans.”"? These 
firms would be compelled to design their electronic cash sys- 
tems to avoid any transaction with merchants or businesses that 
could be deemed a loan, such as issuing electronic cash to busi- 
nesses on credit. Thus, the threat of the application of the 
BHCA could discourage nonbank electronic cash systems from 
using electronic cash to create “new” money by issuing elec- 
tronic cash on credit. In other words, the threat could inhibit 
some nonbank electronic cash issuers from behaving, in at least 
one respect, like a bank. 

Finally, under 12 U.S.C. 1831t, any nonbank that is deter- 
mined by the FTC to be engaged in the business of receiving 
deposits or to be susceptible to being reasonably mistaken for a 
bank or thrift by its current or prospective customers is pro- 
hibited from using the devices of interstate commerce to 
“receive deposits” if it does not meet the eligibility require- 
ments for FDIC insurance. If the issuance of electronic cash 
results in the receiving of “deposits” under some circumstances, 
nonbanks that could reasonably be mistaken for banks and that 
issue electronic cash would seem to be subject to this restric- 
tion, which is administered by the FTC." 


NOTES 


1. Some federal and state laws regulate nonbank money transmitters but do not 
restrict the types of firms that can engage in the business. See, e.g., 18 U.S.C. 
1960 (prohibiting illegal money transmitters) and 31 U.S.C. 5330 (register- 
ing money transmitters). Rather, the laws seek to license and, in varying 
degrees, regulate those firms. These laws will be discussed in Chapter 6. 

2. Aside from direct prohibitions, the law can significantly affect which 
types of firms will enter or succeed in the E-money markets if the law 
imposes different regulatory costs or burdens on different types of firms. 
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See 31 U.S.C. 5103 (defining US. legal tender). 

See Chapter 25, Title 18, United States Code. 

18 US.C. 336 provides that “whoever makes, issues, circulates, or pays 
out any note, check, memorandum, token, or other obligation for a sum 
of less than $1, intended to circulate as money or to be received or used 
in lieu of lawful money of the United States” is subject to a fine and 
imprisonment. 

Specifically, the statute prohibits any organization “engaged in the busi- 
ness of issuing, underwriting, selling, or distributing securities” to engage 
at the same time to any extent whatever in “the business of receiving 
deposits subject to check or to repayment upon presentation of a pass- 
book, certificate of deposit, or other evidence of debt, or upon request of 
the depositor.” 12 U.S.C. 378(a)(1). 

Specifically, the statute makes it unlawful for “amy organization, to any 
extent whatever, to receive deposits subject to check or to repayment 
upon presentation of a passbook, certificate of deposit, or other evidence 
of debt, or upon request of the depositor, other than from officers or 
employees,” unless the organization is chartered or regulated as a bank. 
12 U.S.C. 378(a)(2). 

Most States have laws prohibiting nonbanks from engaging in the busi- 
ness of banking. For many states, the critical activity that defines “bank- 
ing” is acceptance of deposits. See, e.g., Cal. Fin. Code Section 102. If 
these states found that issuing E-cash was the acceptance of deposits, 
state law could be a major impediment to nonbank E-cash activities. 
See, e.g., Citicorp, 68 Fed. Res. Bull. (1982) and Decision of the Office of 
the Comptroller of the Currency on the Request by Chase Manhattan 
Bank, N.C., to Offer Chase Market Index Investment Deposit Account 
(August 8, 1988). See also Investment Company Institute v. Ludwig, 884 F. 
Sup. 4 (D.DS. 1995). 

Securities Industry Association v. Clarke, 885 F.2d 1034, 1049 (2d Cir. 
1989), cert. denied, 493 U.S. 1070 (1990). 

In 1979, Department of Justice staff issued a letter opining that the 
money market mutual funds offered by brokerage firms were not 
“deposits” for purposes of Section 21 of the Glass Steagall Act. See 
Justice Department opinion letter from Philip B. Heymann and 
Lawrence Lippe to Martin Lybecker (December 18, 1979). That letter 
recognized a critical distinction between a deposit in which the holder 
was a creditor and an investment in which the purchaser was an owner. 
The letter said: “It is patent from the quoted statutory language that a 
depositor is only a creditor of his depository. . . . It is equally patent that 
one who invests in a money market fund is an owner pro tanto of the 
fund.” However, it is not certain how this precedent would be applied to 
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E-cash. In most proposed E-cash systems, the holder of the E-cash is 
arguably more like a creditor of the issuer than the owner of an invest- 
ment. Thus, the money market fund ruling is arguably distinguishable. 
The BHCA defines a bank as, inter alia, an institution that “(i) accepts 
demand deposits that the depositor may withdraw by check or similar 
means for the payment to third parties or others; and (ii) is engaged in 
the business of making commercial loans.” The status of E-cash as a 
“deposit” is not clear, but an expansive reading of “deposit” might encom- 
pass E-cash. It is possible, although unlikely, that the Federal Reserve 
could find that E-cash is a “demand deposit” subject to withdrawal for the 
payment of third parties. 

The Supreme Court has held that the phrase includes only the making 
of direct loans to a business customer for the purpose of providing funds 
needed by the customer in its business. Board of Governors of the Federal 
Reserve v. Dimension Financial Corp., 474 U.S. 361 (1986). 

However, because of a continuing legislative ban on using appropriated 
funds to implement this statute, the FTC has been unable to promulgate 
regulations or provide other guidance on this statute. 
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Risk Management Issues 


Banks and bank holding companies are subject to an exten- 
sive regime of regulation and supervision designed to address 
their financial risks and exposures. This regime (which does not 
apply to nonbanks) has four basic components.’ 

First, the FDIC insures the money of customers held in 
deposit accounts at insured banks (up to $100,000); customers 
who keep their account balances within those limits have no 
risk of loss from the failure of the deposit-holding bank. FDIC 
deposit insurance is limited to funds that are held as “deposits” 
in insured banks. Banks are assessed a premium by the FDIC 
based on the amount of their U.S. deposits. 

FDIC insurance will cover customers’ funds held in an elec- 
tronic debit bank deposit account. However, once the funds are 
withdrawn from the account, they become unprotected unless 
placed in some other insured deposit account. An FDIC legal 
opinion holds that electronic cash issued by banks will be 
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insured if the funds underlying the electronic cash remain in a 
customer’s account until the value is transferred to a merchant 
or other third party, who in turn collects the funds from the 
customer’s bank.’ 

Second, banks and bank holding companies are subject to an 
extensive framework of laws and regulations, generally designed 
to foster their safety and soundness. Banks and bank holding 
companies that fail to comply with laws or regulations (or that 
violate general standards of safe and sound banking practices) 
are subject to regulatory enforcement actions by the appropriate 
banking agency. These actions include cease-and-desist orders, 
civil money penalties, and removal of management. 

Although current laws and regulations may not address 
electronic money directly, those designed to provide prudential 
limits may apply to banks’ electronic money operations. For 
example, federal laws limit the amount of a loan that a bank 
may make to a single borrower, thereby protecting banks from 
excessive concentrations of credit risk. Other federal laws 
impose restrictions on potentially harmful transactions (includ- 
ing loans) between banks and their affiliates. Banks holding 
electronic cash issued by third parties (banks or nonbanks) may 
be deemed to have made a “loan” to the issuer in the amount of 
the electronic cash. The lending limits would, thus, restrict the 
amount of such third-party electronic cash that a bank could 
hold to 15 percent of its capital, subject to certain exemptions. 
Similarly, if the holding of electronic cash is a “loan” under the 
affiliate restrictions and if the third-party issuer is an affiliate of 
the holding bank, the affiliate restrictions apply. These restric- 
tions would limit the amount of affiliate electronic cash that 
the bank could hold and, more significantly, impose require- 
ments as to quality, collateralization, and the payment of inter- 
est that may be difficult or costly for the bank to meet. 

Third, banks and bank holding companies are subject to 
banking agency supervision through mandatory reports and 
regularly scheduled, on-site examinations. This oversight focus- 
es not only on compliance with legal requirements but also on 
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norms of safe and sound banking. The examination process per- 
mits close supervision; the banking agencies consult with bank 
management on the condition and operations of a bank to help 
ensure its safety and soundness. Banks are assessed fees by their 
chartering authority to cover the costs of the agency monitor- 
ing systems. 

The bank supervisory regime would apply to banks offering 
electronic debit or electronic cash services. Such banks are 
examined and supervised to ensure that their electronic money 
operations do not violate applicable laws or regulations and the 
norms of safety and soundness. Any bank found to be in viola- 
tion is subject to an enforcement action brought by the appro- 
priate banking agency. 

Fourth, insolvency for banks is determined under the law of 
the chartering authority and under the federal laws requiring 
prompt corrective action. Such federal laws ensure that insured 
banks usually are placed into receivership before their equity 
capital falls below 2 percent of assets. Receiverships for insured 
banks are conducted under the Federal Deposit Insurance Act 
(FDI Act) and are administered by the FDIC. The receivership 
rules under the FDI Act are generally designed to minimize 

losses for insured depositors (and for the FDIC). 

Nonbanks offering electronic cash not connected with any 
bank are not subject to the bank supervisory regime. Similarly, 
nonbanks are not subject to any of the statutory prudential lim- 
its that apply to banks. 

Nonbanks connected with banks are subject to varying 
degrees of oversight by the banking regulators, depending on 
the connection. If a nonbank is owned by a bank holding com- 
pany, it is subject to examination and supervision by the Federal 
Reserve Board. Nonbanks that are the operating subsidiaries of 
banks are subject to examination and supervision by the parent 
bank’s primary regulator. Where nanbanks provide certain ser- 
vices for a bank that might support electronic banking services, 
the performance of those services would be subject to regula- 
tion and examination by the bank regulatory agencies under the 
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Bank Service Corporation Act. Finally, if a nonbank is con- 
trolled by banks, the bank regulators would, as a practical mat- 
ter, be able to use their considerable leverage over the owner 
banks to influence the operation of the nonbank subsidiary. 
Bank-connected entities would also be subject to any regulato- 
ry scheme applicable to other nonbanks, as described below, 
unless that regulatory scheme is displaced by the federal bank- 
ing laws. : 

As noted, the FDIC has found that some, but not all, elec- 
tronic cash issued by banks and held in SVCs and other devices 
is a “deposit” covered by FDIC insurance. However, since only 
the obligations of banks can be insured by the FDIC, electron- 
ic cash issued by nonbanks will not be insured even if sold by 
banks;? nonbanks issuing electronic cash will not incur the costs 
of any future increases in FDIC premiums. 

Insolvency for nonbanks, whether or not they are affiliated 
with banks, is determined under the federal bankruptcy laws. 
There is no regulatory mechanism under those laws to ensure 
that nonbanks are placed into receivership before their equity 
capital is exhausted. The rules do not provide any preference to 
depositors or those standing in their stead; rather, priority rules 
generally reflect contractual arrangements and rights to assets 
specified as collateral.‘ 

To the extent that their activities and products fall within 
the jurisdiction of these agencies, nonbanks could be subject to 
the regulatory authority of federal agencies with general 
responsibility to prevent securities fraud (Securities and 
Exchange Commission [SEC]) and deceptive practices (the 
FTC). It is unlikely that electronic cash would be deemed a 
“security” under the federal securities laws. The provisions in 
the Federal Trade Commission Act applying to consumer prod- 
uct warranties probably would not apply to electronic money 
because those services are not tangible products covered by the 
FTC Act’s provisions. However, the general authority of the 
FYC to act against deceptive practices affecting commerce 
would seem applicable to electronic banking services provided 
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by nonbanks. Additionally, nonbanks issuing electronic cash 
may be subject to certain FTC-enforced disclosure require- 
ments under 12 U.S.C. 1831t. 

Finally, nonbanks will be subject to oversight by the state 
attorneys general and the state agencies charged with consumer 
protection. Many states have laws that require the licensing of 
nonbank money transmitters. Federal law requires nonbank 
money transmitters to comply with such state licensing require- 
ments.” Many states also provide for some type of regulation 
and supervision of nonbank money transmitters; however, the 
nature and extent of this regulation vary considerably.° 
Moreover, it is not clear whether these state laws would apply 
to electronic cash systems. 

The Federal Reserve system is charged with important 
responsibilities regarding the U.S. payments system. The Federal 
Reserve system is the largest provider of check-clearing services, 
the largest provider of retail electronic payment clearing services 
through the automated clearinghouse (ACH), and the largest 
provider of wholesale electronic payments clearing services 
through Fedwire. Although there are a number of private clear- 
ing arrangements, such as CHIPS, the Fed has exercised consid- 
erable influence over those bank-run entities. To the extent that 
electronic money transactions involve payments settled between 
banks, they would most likely be conducted through a mecha- 
nism under at least the partial purview of the Fed. 

Depository institutions are required to maintain reserves in 
noninterest-bearing accounts at the appropriate Federal 
Reserve bank. This requirement is implemented by the board’s 
Regulation D, which applies to depository institutions listed in 
12 CER. 204.1 (it lists, among others, insured banks, thrifts, 
and credit unions). The reserve system is also one device by 
which the Federal Reserve controls the money supply. Banks’ 
required reserves are determined by the amount of their trans- 
action account “deposits.” 

Reserve requirements may apply to electronic debit and 
electronic cash banking services offered by banks, depending on 
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the nature of the activity and underlying account. Electronic 
debit services offered by banks will use an underlying demand 
deposit account that is subject to the reserve requirements. The 
status of electronic cash systems is less certain. The Federal 
Reserve has informally indicated that balances of bank-issued 
electronic cash on stored value devices would be treated as 
‘ transaction account “deposits” subject to reserve requirements.’ 

Reserve requirements, which are part of the Federal 
Reserve system of controls applicable only to the banking 
payments system, would not apply to nondepository institu- 
tions issuing electronic cash. This may provide nonbanks with 
a cost advantage over banks that are subject to reserve 
requirements. It may also provide banks with a significant 
incentive to issue electronic cash through nonbank entities 
rather than doing so themselves. 


NOTES 


1. This section does not address the additional regime of customer protec- 
tions that apply to the banking industry. 

2. FDIC General Counsel’s Opinion No. 8, 61 Federal Register, 40490, 
(August 2, 1996). The opinion also indicates that bank-issued electronic 
cash does not result in an insured deposit when the proceed funds are 
placed in a reserve or general-liability account held by the issuing bank 
to pay merchants and other payees as they make claims for payments. For 
bank-issued electronic cash deemed a deposit by the FDIC, issuing banks 
would be subject to an FDIC premium on their electronic cash, thus, 
potentially increasing their costs. 

3. See FDIC General Counsel’s Opinion No. 8, supra. 

4. The insolvency rules for nonbanks could also affect some users of non- 
bank electronic debit services. Some electronic debit transactions, partic- 
ularly those involving home banking and electronic bill-paying services, 
use the services of a nonbank intermediary to effect transactions. 
Consumers contract directly with the intermediary for bill-paying ser- 
vices. Sometimes the bill-paying service will debit the consumer’s 
account before issuing the payment order against its own account. 
During that intervening time, the consumer is exposed to a credit risk 
vis-a-vis the bill-paying service. If the bill-paying service should become 
insolvent while holding consumer funds, consumer remedies would like- 
ly lie under the bankruptcy code. 
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ISWS:C, 1960, 

See, e.g., Ezra Levine, “The Regulation of Check Sellers and Money 
Transmitters,” Civil Remedies in Drug Enforcement Report, March/April 
1993. Section 407 of the Money Laundering Suppression Act of 1994, 
Title IV of the Riegle Community Development and Regulatory 
Improvement Act of 1994, Pub. L. 103-325 (September 23, 1994) 
expressed the sense of Congress that the states should establish uniform 
laws for licensing and regulating money transmitters and directed the 
Treasury Department to conduct a study of the progress of the states in 
developing and enacting a model statute. Various efforts toward this end 
are now under way, and the Treasury was supposed to report to the 
Congress by September 1997. 

See Statement of Vice Chairman Alan S. Blinder before the 
Subcommittee on Domestic and International Monetary Policy of the 
Committee on Banking and Financial Services, U.S. House of 
Representatives (October 11, 1995) at p. 12. 
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Observations on the 
E-Money Phenomenon 


E-money systems are still in the relatively early stages of 
development, and the timing of many future developments is 
likely to be slower than some people expect because there are 
many obstacles to growth. These include issues relating to inter- 
operability, security and privacy, and transaction verification 
and authentication. 

The prospect of measured growth does not mean that gov- 
ernment can simply sit back and wait for problems to develop. 
This is an area where major developments are taking place that 
could greatly alter the payments systems domestically and 
internationally. Accordingly, industry, the public, and govern- 
ment should use the available breathing room to consider the 
fundamental questions: What is the appropriate role for gov- 
ernment with respect to E-money? What course should the 
government follow to carry out its responsibilities without 
unnecessarily inhibiting market forces that are shaping the 
development of E-money systems? 
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Answers to those questions lie in assessing how and when 
E-money will affect the ability of government to carry out basic 
responsibilities. Policy-makers will likely wrestle, sooner rather 
than later, with questions in four areas: 


1. consumer issues—clarifying rights and responsibilities 
law enforcement—evaluating the effectiveness of tradition- 
al tools in combating financial crimes 

3. government payments—moving steadily toward the com- 
plete use of EFT technology 

4. international coordination—reinforcing the foundations of 
cooperative action across a wide range of issues 


Traditional government responsibility for such areas as pay- 
ments system stability and monetary policy may require gov- 
ernment action, if E-money systems are more fully developed 
and commonplace, although the timing for that is likely to be 
well down the road. 

In acting upon the nearer-term issues, government can have 
an effect upon the removal of barriers to growth, a process in 
which the private sector has a considerable financial interest. 
Electronic payments and EBT initiatives can affect standards 
for interoperability. Law enforcement needs for information 
can affect privacy interests of consumers and merchants, as well 
as the technical standards that provide the security, transaction 
verification, and authentication of computerized messages. 
Specification of consumer rights and responsibilities can affect 
consumer confidence and acceptance of E-money products. 

Consequently, in meeting its responsibilities, the government 
must combine patience with aggressive fact-finding, study, and 
coordination among government units both nationally and inter- 
nationally. Premature action among government agencies or 
decisions based upon incomplete analysis could thwart innova- 
tion and its ensuing benefits, including, perhaps, the ability of 
USS. firms to compete effectively in global markets. 

For E-money and banking, progress is best achieved through 
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innovation by industry and by government acting when mar- 
kets are clearly unable to address concerns on their own. Even 
then it is important that industry, consumers, and government 
work together to find constructive solutions to problems. 

As we move toward the year 2000, it is clear that the inno- 
vations spawned by technology, quality-assurance efforts, and, 
most important, consumer involvement in financial management 
applications will merge as central to responsible electronic bank- 
ing systems. The E-money systems of today are no longer an 
abstract concept. They are a glimpse into the world of tomorrow. 


71 


V 
About the Author 


Brett F Woods is an inspector general for New Mexico. He 
is a certified government financial manager, a certified fraud 
examiner, and the current president of the New Mexico chap- 
ter of the National Association of Government Accountants. A 
Vietnam veteran of the U.S. Army Special Forces and former 
special agent with the U.S. Secret Service, he holds a bachelor 
of science degree in police science and a master’s of public 
administration and is the author of numerous articles and books 
related to the field. Woods’ professional affiliations include the 
International Association of Chiefs of Police, the International 
Narcotics Officers Association, and the Southwest Intergovern- 
mental Audit Forum. 


73 


lectronic cash is the currency of tomorrow, and E-Money 

offers you a glimpse into this high-tech financial world. 

The declining cost and increasing capacity of computers, as 
well as advances in communications technology, promise con- 
sumers and retail businesses a wide range of attractive financial 
services and products, many of which can be accessed from the 
comfort of their own homes or offices. But how secure are elec- 
tronic cash transfers, deposits, and payments? Who is responsible 
if your money vanishes into cyberspace? Is your credit card num- 
ber free from prying eyes when you order something over the 
Internet? What are the laws governing electronic financial trans- 
actions? And how does electronic banking affect your privacy and 
your personal security? 


rett Woods, a certified government financial manager 

and former Treasury Department agent, probably knows 

as much about financial management in the electronic 
age as anyone in the country. By learning what he knows—as 
well as what government regulators, financial institutions, pol- 
icy-makers, and high-tech scam artists know—you can enjoy 
the benefits of electronic banking while protecting your money 
and your privacy. 
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